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1. ROLE SUMMARY
The Autoridade Nacional do Petroléo e Minerais (ANPM) is a Timor-Leste’s body

responsible for managing and regulating petroleum and mineral activities in the Timor-
Leste’s Exclusive Jurisdiction Areas and in the Greater Sunrise Special Regime in
accordance with the Decree Law on the establishment of the ANPM, the Timor-Leste
Petroleum Activities Law, and the Maritime Boundary Treaty (MBT). The ANPM is to
establish and supervise compliance with the enacted rules and regulation covering the
exploration, development, production, transportation and distribution of petroleum natural
gas resources and mineral. With the entry into force of Maritime Boundary Treaty, the
ANPM is also tasked to facilitate the implementation of Bayu-Undan special regime on
Migration and Labor in coordination with relevant ministries and government agencies to
control visa processes and Bayu-undan personnel movement as well as other clearances

related to Bayu-Undan activities.
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KEY OBJECTIVES

Provide the system administration support to ICT Department for managing servers,
storage and virtualization technology;

Provide support for ICT Department to manage IT infrastructure and resources to support
ANPM Business Continuity and ICT Disaster Recovery;

Act as System Administrator to provide ICT service and support under ICT Department in

ANPM.

PRINCIPAL ACCOUNTABILITIES

Perform regular Quality Assurance of all server operational activities in ANPM ICT
Infrastructure;

Establish and maintain ICT solutions operational, installation, configuration, or other
system administrator related procedures;

Contribute and maintain ANPM System Standard;

Assist Manager ICT to analyse any business requirements and convert them to
technical requirements for the implementation;

Developing an appropriate ICT infrastructure solution plan and ensure any that
solutions implemented in ANPM stay within the guidelines of security/audit
standards and conform to industry best practice;

Ensure ANPM system and server performance, load and capacity according to
industry best practice standards and requirements;

Customer Service Standard:

o Promote ISMS Policy and Procedures to ANPM staffs.

° Provide ICT service and support to ANPM staff in pleasant and ethical manner.
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o Maintain the highest ethical standards and confidentiality in dealing with
ANPM staffs and ICT team.

3.8 ICT Operations and Support:

. Install new / rebuild existing servers or virtual machine and configure hardware,
services, settings, NAS and SAN storage in accordance with standards and
operational requirements.

o Administer and maintain ANPNM physical servers and virtual machines.
o Administer and maintain ANPM storage technology such NAS and SAN.

° Perform task to plan, design, deploy, support and maintain ANPM LAN, WAN,
switching, and routing and network security.

. Develop script to automated server administration tasks.

J Administer ANPM Backup Plan to perform regular backup operations, ensuring
all ANPM data, file systems and system data are successfully backed up to the
appropriate media, recovery tapes or disks are created, and media is recycled
and sent off site as necessary.

. Configure CPU, memory, and disk partitions as required.
. Configure or add new services in ANPM servers as required.

. Apply OS patches and upgrades on a regular basis, and upgrade administrative
tools and utilities.

o Repair and recover from hardware or software failures.

. Investigate and resolve any ICT issue or incident events and report to Manager
ICT with recommend corrective action, including restarting services and
rebooting servers to restore systems.

° Build an internal wiki with technical documentation, manuals and ICT Policies
° Monitor performance and maintain systems according to requirements

° Monitor the system daily and respond immediately to security or usability
concerns

. Support and administer third-party applications

o Regularly review application logs

3.9  Responsible for ANPM ICT Infrastructure Plan, Deployment and Maintenance:
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o Establish plan to deploy, maintain and improve ANPM ICT Infrastructure to
support the ANPM Business Continuity and IT Disaster Recovery Plan.

e Have the responsibility to maintain ANPM Server Room environmental and
monitoring equipment to support ANPM business and operational activities.

e  Responsible for Virtualization Solution Management such VMware and
Microsoft Hyper-V.

o Perform periodic performance reporting to support capacity planning to ICT
Department.

° Upgrade and configure system software that supports ANPM ICT infrastructure
or operational needs.

° Maintain the Operations Server environments in ANPM at system and
application availability level.

° Establish the log monitoring system to track and control the events, issues and
incidents occur in ANPM ICT Infrastructure.

o Responsible for change management of ANPM ICT Infrastructure
e  Responsible for identification and labelling of ANPM ICT Infrastructure

. Regularly review the Group Policy settings to meet with ISMS implementation

3.10 Coordinate with others ICT officers to provide third level ICT operational support;

3.11 Liaise with ANPM existing ICT consultants and suppliers based on the service level

agreement relating to escalate ICT service consultancy;
3.12  Provide weekly and monthly report to the Manager ICT,

3.13  Any other related duties or tasks as directed by supervisor and/or senior management

4, QUALIFICATIONS, SKILLS, EXPERIENCE AND PERSONAL ATTRIBUTES

4.1 Essential

4.1.1 Following are the requirements of the education background:

e Diploma or tertiary qualification in IT, Information System, Computer Science or
equivalent, or
e  The professional certified in System Administrator or Network related to areas such

as Microsoft Windows Administration, Linux System Administration, Network

Autaridade Nacional do Petréleo e Minerais =




IT System Administrator Officer ANPM/PD/CS/ICT/006| Revision: 1 | Page 5 of 6

412
4.1.3

4.1.6

4.1.9

4.1.10

4.1.11

4.1.12

4.1.13

4.1.14

4.1.15

associate or professional certification for Cisco (CCNA/CCNP), Juniper or HP and
other equivalent professional certification
Timorese Nationality;
Have minimum two (2) years experiences working in IT and one (1) year experiences
working in System Administration;
Have knowledge and familiar with Microsoft Windows Server, UNIX, Virtualization and
Cisco technologies;
Scripting and programming abilities (Shell, Perl, and Windows PowerShell) that
maximize efficiency in daily tasks;
Extensive networking experienced including LAN, WAN, network segmentation and
aggregation using HP and Cisco Network devices or equivalent;
Have strong knowledge of Server Virtualizations products including VMware and
Microsoft Hyper-V;
Have strong knowledge of Desktop Virtualizations products including Citrix Xen
Desktop/App and VMware Horizon;
Have strong knowledge in Storage Management and Design experience including RAID
technology, NAS and SAN implementation, and Backup and Recovery process;
Extensive Storage experience as it relates to operating systems- ability to understand and
implementation of SAN and NAS technology;
Have strong knowledge of Microsoft Online applications, such as: Office 365, Sharepoint,
Exchange, Azure and OneDrive
Technical problem solving, troubleshooting and knowledge of approaches, tools and
techniques for anticipating, recognizing, and resolving technical problems including
hardware, software, application and operational,
Comprehensive knowledge of information system, applications, databases and their
interrelationships;
Sufficient level English Language communication skills — speaking, listening, reading and
writing;
A high degree of self-motivation to perform the job, managing multiple tasks and able to

set priorities.
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4.2 Desirable

4.2.1 Experience in Database Administration & Information System Management;

4.2.2 Portuguese Language Skills.
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